A AUTOMOX ENTERPRISE TESTING SOFTWARE

How a Software Test Company Scaled Securely
and Slashed Patch Times with Automox

As a global leader in Al-powered test automation, this software test company enables enterprise teams
to accelerate innovation through continuous testing that's automated, codeless, and scalable. This
company excels at delivering intelligent, enterprise-grade continuous testing.

Customers Endpoints Key Outcomes
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Faster vulnerability remediation
Tool and complexity reduction
Device configuration and control
Cross-platform management
Executive reporting

Third-party application patching

“We can't just run out today, patch everything, high five each other, and go
home... We've got to patch today, tomorrow, next week. That's the reality.”

— Enterprise Testing Software Company Administrator



Before Automox, the company needed scalable control and faster remediation

Patch sprawl and manual work were
labor-intensive.

The software test automation company used a mix

of Intune, SCCM, WSUS, Ancible, and manual macOS
patching to manage endpoints, none of which supported
third-party applications at scale. The system was time-
consuming, disjointed, and not future-proof for a growing
global team.

Security gaps lacked automation and
integration.

While Rapid7 InsightVM helped identify critical
vulnerabilities, the company struggled to close the loop
quickly. CVEs were prioritized manually, reports were
exported to Excel, and patching lagged behind agreed-
upon SLAs, especially under increasing pressure from
their cyber insurer.

Now the company patches faster and works smarter

Cloud-native patching provides unified control
across every OS.

After selecting Automox for its simplicity, scalability, and
native integration capabilities, the company deployed
the Automox agent via CrowdStrike, without the need for
a lengthy proof-of-value. The rollout spanned domain-
connected devices (via InTune) and cloud-managed
devices, achieving real-time visibility in days.

Seamless deployment and fast time to value

Automation replaced complexity with speed.

The IT team eliminated manual patching cycles by
leveraging Automox’s built-in automation and flexible
API. Power Bl dashboards now ingest real-time
endpoint data directly from the Automox API, while
future enhancements, including dynamic auto-tagging,
are underway to support asset intelligence and

policy enforcement.

One of the technical keys to the deal was Automox’s ability to deploy via CrowdStrike, allowing the company to install agents
instantly across thousands of endpoints and achieve patching visibility almost overnight. This integration helped the team
respond to SLA deadlines without waiting for users to return to the office or devices to reconnect.

Closing the loop with Rapid7, InsightVM, and Automox

Using Rapid7’s CVE tagging and Automox, the company began automating response paths for top-priority vulnerabilities.
The team’s aggressive SLA goals (48 hours for critical, 7 days for high, and 14 days for medium vulnerabilities) are now
more achievable with an automated, integrated workflow that prioritizes and patches at scale.

‘I've been in a lot of environments, and I'll say it: patching is hard. No one really knows

where to start, and it's a mess. Automox changes that.”

— Enterprise Testing Software Company Administrator



Unified visibility and endpoint control at scale

Automox gave the company a single, cloud-native platform to visualize, track, and manage every endpoint, whether
on-prem, remote, or cloud-based. Before Automox, patching decisions were disorganized and mostly reactive.

Now, the team uses Automox to:
Build Power Bl dashboards using real-time Automox API data
Set and enforce business-unit-specific patch policies
Query the API with AWS Lambda for granular asset mapping

Identify gaps in endpoint coverage and act immediately

The platform also supports compliance efforts by surfacing unpatched devices or critical CVEs in seconds. This has
become an essential function as cyber insurance expectations evolve.

Software test company takes control of patching with visibility and speed

By consolidating its stack, with workflows across Rapid7 and CrowdStrike, and automating patching across 5,000+
endpoints, the company turned patching from a fragmented, manual headache into a streamlined process. Now, the
team chases fewer issues, closes more gaps, and is fully equipped to secure the business.

“I've been in a lot of environments, and I'll say it: patching is hard. No one really knows
where to start, and it's a mess. Automox changes that.”

— Enterprise Testing Software Company Administrator
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